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ABSTRACT Emerging surveillance applications of UAV teams rely on secure communication to exchange
information, coordinate their movements, and fulfill mission objectives. Protecting the network by identify-
ing malicious nodes that are trying to disturb the system is an important task, particularly in the military
domain. This paper presents the design and evaluation of UAVouch, an identity and location validation
scheme that combines a public-key based authentication mechanism with a movement plausibility check for
groups of UAVs. The key idea of UAVouch is to supplement the authentication mechanism by periodically
checking the plausibility of the locations of neighboring UAVs, allowing the detection of intruders that
are unable to follow expected trajectories. The proposed solution was evaluated in a simulated military
surveillance scenario in which it detected malicious nodes’ position falsification attacks with an average
accuracy of above 85%.

INDEX TERMS Distributed applications, inter-drone communications, Sybil attack, security protocols,
unmanned aerial vehicles.

I. INTRODUCTION
In the last few years, Unmanned Aerial Vehicles (UAVs),
also known as drones, have been used in several emerging
applications in both civil and military domains. According
to data from the Brazilian National Agency of Civil Avia-
tion (ANAC), the number of registered drones for profes-
sional use grew by approximately 233% between 2017 and
2019 [1]. This number is even higher considering the market
for drones worldwide [2]. Along with the growth in the num-
ber of drones, the number of applications for drones has also
seen a significant increase. Some well-known applications of
drone-based systems are surveillance, filmmaking, disaster
management, and defense [3].

Although drones are becoming more common in civil-
ian applications, military applications are still dominant,
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and drones represent an essential asset in the modern
battlefield [4]. In applications such as surveillance or mil-
itary reconnaissance, groups of UAVs can be used to pro-
vide awareness of threats ahead of the troop’s line of sight.
However, connecting multiple UAVs through ad hoc net-
works raises vulnerability issues, and enemy threats must be
addressed in advance. For instance, attacks such as sinkhole,
spoofing, eavesdropping, impersonation, and Sybil could
potentially ruin a mission [5]–[7].

In an impersonation attack, the attacker manages to suc-
cessfully masquerade itself as one of the legitimate par-
ties [8]. A Sybil attack takes place when a malicious node
impersonates or create multiple identities [9]. Imperson-
ation and Sybil attacks, when successfully executed, give the
intruder the ability to launch other kinds of attacks, such as
information manipulation and Denial of Service (DoS) [10].
A Sybil node could be used to manipulate the position
information exchanged among nodes in a vehicular or drone
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network, for instance, in an attempt to cause a collision,
or simply to separate a specific node from its network to steal
its information or technology.

The canonical approach for controlling access to a pro-
tected network is through the use of public key infrastructure
(PKI). In these schemes, a centralized entity can distribute
certificates to legitimate users and devices, who can then
use the certificates to authenticate themselves to other mem-
bers of the network. This provides a basic level of security,
but it does not protect the system against insider attacks,
wherein the intruder has gained access to a valid certifi-
cate. Mechanisms like the ones presented in [11], [12] are
capable of detecting malicious activity in vehicular networks,
a domain that has been extensively studied with respect to
security concerns [13], [14]. However, only a few works
have covered the area of intrusion detection for drone net-
works [7], several of which present artificial intelligence or
computer-vision based solutions, which tend to be resource
consuming and are thus not ideal for resource-constrained
drones.

This paper presents a novel approach - UAVouch - that
combines the use of public-key authentication with location
validation. The idea of using physical location and movement
as an authentication mechanism is not in itself new: there
are several works that make use of this idea in the vehicular
networking domain [12], [15]. However, UAVouch, which
is specifically designed for collaborative drone applications,
provides some interesting properties that have not been previ-
ously studied and described in the literature. First, it presents
a fully distributed groupmanagement mechanism in which an
existing group (called a cell) collectively determines whether
a joining node should be admitted. Second, once a cell has
been formed, the nodes in the cell continue to control each
other’s movement patterns to ensure that everyone is behav-
ing as expected. This position validation mechanism can be
seen as a complement to cryptographic methods and as a form
of anomaly detection (using node mobility as the feature set
rather than data traffic, as is more common in the literature).
Provided sufficiently complex mobility patterns, it will be
hard for an attacker to guess where other nodes expect it to
move to. Finally, the proposed approach also supports trusted
communication between different cells.

To test the proposed scheme, an application scenario, illus-
trated in Figure 1, was designed using military units com-
posed of an armored ground vehicle escorted by a number
of drones. The purpose of the drones is to monitor an area
that is out of sight from the ground vehicle. These units (the
ground vehicles with their escorting drones) form cells. The
drones fly around the armored ground vehicle at distances
that maintain the wireless connection with the vehicle on the
ground and an intermittent connection with one or more of
the other drones, forming an ad hoc network to enable the
exchange of data between themselves and with the vehicle
on the ground.

The UAVouch proposal is evaluated using this setting in
a simulation platform based on INET and OMNet++. Two

FIGURE 1. Illustration of the application scenario.

attack scenarios are defined, one that considers an intruder
within a cell, and another where the attack comes from a
neighboring cell. A basic mobility model for the drones is
considered, which is assumed not to be known to the attack-
ers. The results show that under this assumption, UAVouch
allows detection of the intruders with high accuracy. The
location validation itself is very cost-effective since it does
not require any computationally demanding operations. The
main trade-off is associated with added messaging due to
transmission of location messages among the nodes.

The key contributions of this work can be summarized as
follows:
• A distributed identity and position validation mecha-
nism that allows a cell to authenticate and verify the
position of a drone without any infrastructure support;

• An assessment of the proposed mechanism for the appli-
cation scenario that includes the detection performance
and overhead analysis against impersonation and Sybil
attacks using a realistic experimental setup in a network
simulator.

The rest of this paper is organized as follows. Section II
discusses related works. Section III formulates the prob-
lem, describing the attack scenarios. Section IV presents
the overall UAVouch scheme, describing the proposed loca-
tion validation mechanism in detail. Section V presents the
experiments that were used to validate the proposed solu-
tion along with a discussion of the acquired results, while
Section VI concludes the paper, providing insights for future
works.

II. RELATED WORK
The open nature of wireless networks makes them more
susceptible to cyberattacks than wired ones [16]. To mit-
igate this risk in mobile ad hoc networks, particularly in
VANETs, different approaches exploring single or com-
bined security mechanisms have been proposed. This section
describes state-of-the-art research in this field, with partic-
ular attention to techniques applied to UAV networks. The
literature review is organized into two major categories: the
first addresses works about authentication mechanisms, and
the second addresses works about position verification mech-
anisms. In each of these categories, the articles were also
organized according to the type of network they targeted,
from MANETs to FANETs. The end of this section presents
a summarized comparison of UAVouch and the reviewed
approaches.
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A. REVIEWED AUTHENTICATION MECHANISMS
In [17], the authors proposed a novel technique called
accurate prevention and detection of jelly-fish attack detec-
tion (APD-JFAD) in mobile ad-hoc networks (MANETs).
The jelly-fish attack is a type of DoS attack, one of
the most serious attack categories that affect the nor-
mal operation of MANETs. The proposal combines an
authenticated routing-based framework and a Support Vector
Machine (SVM) based technique to detect the malicious
behavior of nodes by observing the quality of packets that
reach the destination. APD-JFAD is tailored for MANETs,
which are composed of nodes with lower speed and lower
degrees of mobility than drones. This significantly affects the
network topology and communication, resulting in a negative
impact on the performance of the proposed mechanism.

The use of blockchain for an authentication mechanism
was explored in [18]–[20] through the use of different ver-
sions of blockchain, such as public versions as Bitcoin [18]
and Ethereum [20], and a private version named Hyperledge
Fabric [19]. In the blockchain encryption scheme, techniques
such as public-key cryptography and digital signatures are
accepted means for proving the identities of specific agents
in a swarm of robots [18] or in a swarm of UAVs [19], [20].

Although blockchain technology can provide data confi-
dentiality and entity validation for a drone swarm, making
it suitable for trust-sensitive applications has its limitations.
If a large number of robots are deployed for a very long time,
the blockchain could be expanded to a point where the agents
would not be capable of maintaining a copy of the full ledger
anymore. Also, the time to process a new block could take
an average of 10 minutes, which would be not cost-efficient
considering its usage in UAVs that have an average of around
25 minutes of flight autonomy.

The high mobility of flying nodes brings new challenges
to the current security protocols applied in general mobile
networks. In [21] the authors propose a fast and secure group
key establishment protocol to facilitate forming groups and
guaranteeing key freshness, key confidentiality, and mem-
ber authentication. Their proposed protocol consists of two
phases: initialization and post-deployment. During the ini-
tialization phase, individual security components are loaded
into the UAVs, including their IDs, public and private keys,
and their signatures. After that, an exchange of encrypted and
signed request and joining messages is performed to allow a
member to join a group by providing a group key through a
secure and private channel. The authors have proven protocol
robustness by a complete analysis of their proposed mecha-
nism. However, it was not implemented in either a simulated
or a real environment, thus failing to demonstrate whether or
not the proposal is feasible for use in resource-constrained
UAV-networks.

In [10], the authors focused their work on presenting an
authentication mechanism that was designed to detect mali-
cious nodes in FlyingAd-hocNetworks (FANETs). Themali-
cious node used a Sybil attack to trigger a Distributed Denial
of Service (DDoS) attack. During network initialization,

the central unit controller (CUC) sends Internet Control Mes-
sages Protocol (ICMP) packets to all nodes. These nodes
then reply to the ICMP packets and send information about
their neighbors to the CUC, which starts analyzing it. If two
nodes have the same identification, but different neighbors,
then the CUC marks them as intruders and starts monitoring
their identifications. The node that changes its identification
will be marked as malicious and will also be held responsible
for the DDoS attack. In simulations, the authors have shown
that this method generates maximum throughput compared to
other methods, while also generating less routing overhead
and packet loss. Nevertheless, the paper lacks a complete
explanation of the authentication mechanism, which makes
the results difficult to replicate.

Securing a network of drones through the authentica-
tion mechanism is also addressed in [22]. The authors
present iTCALAS, an improved scheme based on a tempo-
ral credential-based anonymous lightweight authentication
scheme (TCALAS [23]) for the Internet of Drones (IoD).
iTCALAS uses lightweight symmetric key primitives and
temporal credentials. Despite promising results, the authen-
tication schemes use a centralized ground station server,
thereby exposing the solution to a single point of failure.

B. REVIEWED POSITION VERIFICATION MECHANISMS
Recently, there has been an increase in the number of
location-based applications, many of which provide rewards
to the user for visiting a specific venue. This also creates an
incentive for dishonest users to falsify their position to get
undeserved rewards. To solve this issue, the work reported
in [24] proposed SPARSE, a distributed mechanism that pro-
vides secure and private Location Proof (LP) generation and
verification for mobile users. In this mechanism, the system
performs a witness selection mechanism by which some
witnesses are chosen and qualified to generate LPs for a
specific prover. The proof is then assessed and verified by
an authorized entity known as the verifier.

A similar approach is presented in [25]. In this work,
the authors propose a decentralized witness-based proof-
of-location system for mobile devices. The system relies
on different techniques for location estimation and on wit-
ness devices to confirm the presence of the user’s device.
The proposed solution was implemented in Huawei P9 Lite
devices. Although the results were promising, both solutions
are highly dependent on a high density of witnesses, which
is not ideal for FANETs since they can potentially have a
low density of nodes [26]. Moreover, the solution presented
in [25] requires a considerable number of packets to accu-
rately determine the node position, which is not suitable for
a high mobility environment with sudden disconnections,
packet loss, and permanent network partitioning [27].

In the context of VANETs, the work reported in [28]
detailed the dangerous implications of a Sybil attack against
a vehicular platoon. With this attack, a malicious node man-
ages to introduce falsified vehicle identities into the pla-
toon. In [11] the authors present a countermeasure named
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Vouch, which is a proof-of-location mechanism tailored for
VANETs. Vouch uses a centralized proof-of-location and
plausibility system to detect a Sybil attack in a vehicular
platoon. A vehicle that requires a proof of its location, called
a prover, asks a Road Side Unit (RSU), which is called the
proof provider, for a proof of location. Once the prover has
received the signed proof from the proof provider, it then
broadcasts it along with the position beacon to the other
vehicles in the platoon. The other vehicles are called verifiers.
The verifiers then use this proof of location to estimate the
prover’s location in subsequent beacons and verify if the
position sent by the prover is plausible or not. The proposed
solution is not ideal for the military domain, as addressed in
this current paper, because it has a single point of failure due
to the centralized approach based on the RSU. If the RSU
is destroyed, the mechanism would not work. Furthermore,
even with the assumption that the proof provider (RSU)
cannot be destroyed, it cannot always be considered to be
reliable because it could be compromised, in which case the
entire system would be compromised.

In [12] Vouch+ is introduced, which is an improvement on
Vouch [11]. Instead of depending exclusively on previously
installed roadside infrastructure (RSUs), Vouch+ presents
a decentralized protocol for the obtention of the proof of
location. In Vouch the only trusted proof provider is the
RSU, but in Vouch+, along with the RSUs, a vehicle (proof
provider) in the vicinity can also assess the location of the
prover (the vehicle that asks for the proof of location). This
decentralized approach allows vehicles to prove their loca-
tions to neighbors beyond their sensing range. Although the
presented mechanism is an enhanced version of the Vouch,
it does not eliminate the single point of failure related to the
proof provider, because it also assumes that the entity (RSU
or nearby vehicle) that will provide the proof of location is not
compromised. Another important difference is that Vouch+
assumes that the proof provider vehicle has a certain type of
sensor to assess the position of the prover.

The reviewed works presenting authentication and position
verification mechanisms are not suitable for FANETs due to
the combined high mobility, node density, and privacy con-
straints. To cope with these requirements, this work develops
and assesses a FANET-tailored identity and location verifi-
cation mechanism. UAVouch was designed to support these
requirements without overloading the communication chan-
nel. The combination of these mechanisms in the proposed
scheme is proven to effectively detect position falsification
attacks. Table 1 summarizes the comparison of this proposal
and the analyzed related work.

III. ATTACK SCENARIOS
The challenges related to the management of bandwidth,
latency, and battery power restriction faced by employing
resource-constrained devices, like drones, for real-time video
stream applications such as surveillance or military recon-
naissance missions, are extensively addressed in the lit-
erature. However, the vast majority of these works focus

on solving the problems associated with these restrictions
[30]–[35], leaving aside the security challenges in design-
ing multi-UAV applications [36], [37]. Especially in military
applications, securing the network is of prime importance.
The security mechanism for this type of application must
be efficient so that the resulting overhead does not nega-
tively impact the performance of the ultimate mission goal,
i.e., video streaming.

Consider a military reconnaissance mission performed by
a military cell composed of an armored ground vehicle and
several drones that are circulating around the armored vehi-
cle. The line of sight of the crew inside the armored ground
vehicle might be limited by different factors, such as vegeta-
tion, and uneven terrain topology.

When the drones are placed as shown in Figure 2a, they
extend the crew’s ability to monitor their surroundings. In this
setup, the drones should fly at altitudes that, combined with
their horizontal distance to the armored vehicle, keep them
within the communication range of the armored ground vehi-
cle. It is important to emphasize that they are completely
independent of each other in their movement. Most of the
time, they cannot communicate with all the other drones in
the network, as illustrated in Figure 2b, which means that
they mostly have intermittent connections with their direct
neighbors. Exploring this setting, two attack scenarios are
described in the following.

A. SCENARIO 1
In the first scenario, the threat model is composed of an
attacker that impersonates an authentic drone in the target
cell. The sequence of events in this attack is represented
in Figure 3. First, the malicious drone approaches a distant
drone in the cell as represented in Figure 3a. The legitimate
drone is then captured through a physical attack and has
its credentials stolen [5], as represented in Figure 3b. The
malicious drone uses the stolen credentials to assume the
identity of the legitimate drone, returning to the network
to start disseminating deceitful information. However, it is
assumed that the attacker will not be able to fully replicate the
future mobility of the captured drone. Exactly replicating the
mobility of a captured drone can be difficult due to physical
characteristics of the device, or because the pattern itself is
stored in volatile memory, so once the drone is down, this
information is lost.

B. SCENARIO 2
The second scenario considers a more challenging situation
involving more than one cell. While cell 1 is progressing
from one location to another, it could encounter and interact
with other cells to exchange information and expand their
exploration and/or surveillance range as represented in Fig-
ure 4. The bridge formed by one drone from each cell is the
communication path through which the information from cell
1 will be transmitted to cell 2 and vice versa. An attacker
can take advantage of this feature to impersonate an entire
cell and disseminate deceitful information. The attacked cell
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TABLE 1. Summarization of authentication and position verification proposals.

could then be redirected into a trap due to the deceitful data
and have its technology stolen. This scenario involves a Sybil
attack, which is represented in Figure 5. In the Sybil attack,
the malicious node would impersonate more than one drone.
This is possible either in the case in which the drone has one
or more additional radios or in the case in which the attacker
sends packets that claim they come from different nodes.

In this second scenario, a malicious drone takes advan-
tage of the stolen identity of a drone from another cell, for
instance, cell 2 in Figure 5, to approach cell 1, as represented
in Figure 5a. Themalicious drone then uses the stolen identity
to authenticate itself with cell 1 and to get their session
key, as illustrated in Figure 5b. After it manages to establish
communication with cell 1, the malicious node makes it
look like this cell is connected to the legitimate cell 2, so it
impersonates all of the drones in cell 2 to make the attack
more convincing, as represented in Figure 5c.

IV. DRONE IDENTITY AND LOCATION VALIDATION
Security defense mechanisms are often classified into
three categories, prevention, detection, and response
(see e.g.,. [38]). Even though prevention strategies are
necessary, attackers with enough resources can bypass

these mechanisms. Thus, detection strategies are also needed
to identify anomalous behavior and attacks on the system.
Response mechanisms should be activated when an attack
was successful, providing measures to mitigate the damages.
This section describes the design of the proposed solution
for drone identity and position validation. The solution is
divided into a prevention strategy composed of a public-key
based authentication mechanism and a detection strategy
composed of a position validation mechanism that includes
a protocol used for position validation, as well as a classifier
model to detect inconsistencies in the movements of the
nodes. This proposal is named UAVouch, which is both a
reference to Vouch [11], an approach proposed to address
Sybil attacks in a platoon of ground vehicles traveling on
roads, and to the drones, as they are UAVs. The security
features provided by this proposal are authentication and
malicious node detection by position verification.

A. UAVouch SCHEME OVERVIEW
Figure 6 shows how entities interact with each other in the
UAVouch scheme. Figure 6a illustrates the interaction among
the entities in the authentication mechanism and Figure 6b
specifically represents the interaction between the entities in
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FIGURE 2. Scenario structure.

the validation protocol, which is composed of a position val-
idation mechanism together with a classifier model. Firstly,
in the authentication mechanism, the requester is a drone that
requests to join a cell of which it is currently not a member.
The request to join the cell is received by one of several
verifiers, which are the entities responsible for ensuring that
the requester is authorized to join the network. The verifier
that receives the request performs the authentication check
and broadcasts its decision. This is received by the other
verifiers in the cell, who also broadcast their own decisions.
At the end of the chain, the evaluator is the entity responsible
for counting the votes, and if the majority of the verifiers in
the cell vote to admit the requester into the cell, the evaluator
will send the session key to the requester, concluding the
authentication mechanism. All drones are verifiers in their
cell, but the drone that receives the request directly from
the requester will also become an evaluator. The purpose
of the authentication mechanism is to prevent intruders from
entering the cell, and also to provide a secure way to identify

FIGURE 3. Impersonation attack illustration.

FIGURE 4. Communication between two cells.

a friendly cell traveling nearby. This is of paramount impor-
tance in a military scenario. If a cell erroneously connects
to an enemy cell, mistaking it for a friendly one, the conse-
quences could range from disclosing confidential intelligence
information to losses of human lives.

In the position validation mechanism, the UAVs continu-
ously send their location information to each other through
pose packets. In addition to a common header, the pose packet
usually carries information about position coordinates and
direction of movement (pose parameter), and can also carry
other types of information such as speed and acceleration,
depending on how the protocol was designed. A pose packet
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FIGURE 5. Sybil attack illustration.

FIGURE 6. Relation between the entities in the UAVouch.

can optionally include a position validation request. If the
pose packet includes a position validation request, this will
trigger a position validation protocol. In this protocol, a posi-
tion validation provider is responsible for validating position
validation requests and replying with a verdict regarding
whether the transmitted location was legitimate. All drones
inside a cell are position validation providers for the other
members of the same cell. Once the position validation
requester has received more than 50% of the replies from the
remaining drones in the cell, it will consider that everyone has
computed and stored its position validation. If the pose packet
does not include a position validation request, a classifier
model is activated that judges whether the claimed location
is plausible given the drone’s previous locations. Both mech-
anisms will be described in more detail below.

B. PREMISES, ASSUMPTIONS, AND NOTATION
The proposed scheme was developed based upon a few
premises and assumptions:

• Security: It is assumed that a drone receives its asymmet-
ric key pair, all of the asymmetric public keys from all
previously registered drones, and a unique session key
from its cell in a secure environment during network
initialization (e.g. during mission initialization at the
base);

• Inter-Cell Communication: There is an exclusive com-
munication channel between the armored ground vehi-
cles that has a larger range than the channel between the
drones and drone-to-armored vehicle, which is impor-
tant to make possible the detection of attacks in which a
malicious drone impersonates a whole cell (Section 3.2);

• Intra-Cell Data Forwarding: Every received packet is
forwarded to the rest of the network. The number of hops
is determined based on the number of drones and the
topology of the network, thereby enabling the distributed
position validation protocol;

• Positioning: It is assumed that the drones from each
cell periodically receive the updated position of their
cell’s armored ground vehicle and the offset of the other
drones from the ground vehicle. The position update rate
is the same as the rate of position validation requests.
This allows the UAVs to keep track of the movement of
the whole cell;

• Flight Pattern: The drones exhibit flight patterns that
are hard for an outsider to predict and mimic. This
could, for example, be achieved through a combination
of complex trajectories and specific physical dynamics
of the drones. The complexity of themovement pattern is
arbitrary, but the more complex it is, the harder it will be
for an attacker to predict, even one employing advanced
learning mechanisms, such as [39].

Regarding the notation used in this section, as presented
in Table 2, the asymmetric public and private keys from an
entity X are represented respectively as pkX and skX , and the
symmetric key from a given cell X is represented as kX . The
signature process is represented using sign(m, y), where m is
the message, and the y is the key used to sign the message.
The encryption operation is represented by aenc(x, y) for
asymmetric encryption of data x with key y and senc(x, y) for
symmetric encryption of data x with key y. Table 3 presents
the cryptographic notations used in both authentication and

TABLE 2. Cryptographic notations.
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TABLE 3. Cryptographic operations.

position validation mechanisms. Next, the proposed mecha-
nisms are presented in detail.

C. AUTHENTICATION MECHANISM
To simplify the presentation of the scheme, consider a sce-
nario in which a cell A enters the communication range of
cell B. The authentication mechanism is triggered when a
drone dB belonging to cell B receives a message from another
drone dA that belongs to cell A. The drone dB (Join requester)
then sends an identification packet (iden) carrying its public
key (pkB) and a timestamp of the message. The message m is
signed (sign(〈m, pkB〉, skB)) using dB’s private key, skB. The
signature is verified by dA (Verifier/Evaluator), and if the sig-
nature is valid it sends a response packet (idenResponse) with
all the header information signed using skA and encrypted
using pkB. The signature in idenResponse is then verified by
dB, and only if the signature is valid will it send a reqJoin
packet to dA requesting to join its network, as illustrated
in Figure 7. The message is signed by dB using skB and
encrypted using the public key of dA. Since dA received the
reqJoin packet directly from dB, it should forward the packet
(reqJoinFwd) to its cell, adding the whosReq parameter
so that the other drones inside the cell know that they are
not receiving that packet directly from dB. The reqJoinFwd
message is encrypted using the session key kA.

Every drone in cell A (Verifiers) will verify if dB is an
authorized drone by checking the signature in reqJoinFwd
using the pkB key acquired during network initialization.
They then broadcast their decisions to the network, sending
a reqJoinReply packet, where the parameter isAuth states
whether dB is authorized or not. Due to the fact that at any
given moment a cell could be handling multiple requests to
join, the whosReq parameter in the reqJoinReply packet is
used to identify whose request they are replying to.

FIGURE 7. Interaction between entities in authentication model.

If more than 50% of the network confirms the legitimacy
of dB, then a sessionKey packet carrying kA is sent to dB,
the one who requested to join the network, otherwise the node
is ignored by cell A. As dA is the closest drone to dB, it will
also act as an evaluator, which means that, after verifying
that more than 50% of the cell A considers dB legitimate,
dA will be responsible for sending the sessionKey packet to
dB. Considering that packet collision may occur during this
process, if dB has not been granted access to the network in
cell A after a period of time tAuth, it will resend its request
to join the network. If dA is compromised, then the whole
authentication mechanism is also compromised. To avoid this
problem, a position validation mechanism is used to identify
the intruder and stop it before it can harm the network as
described in the following subsection.

D. POSITION VALIDATION MECHANISM
The proposed position validation mechanism is composed
of a validation protocol, which determines the interaction
between the entities in the validation process, and a clas-
sifier model, which determines the position plausibility
of pose packets that do not contain a validation request.
The details of these two parts of the mechanism are as
follows.
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1) VALIDATION PROTOCOL
The validation protocol is illustrated in Figure 8. When a
drone sends a pose packet (posePkt), it can also request
validation of its location from the recipients. The msgKind
parameter is used to identify whether or not a position vali-
dation was requested. If a position validation was requested
in the posePkt (posePktvalReq), the other drones in the same
cell verify the validity of the position based on the position
(avpos) and heading angle θ of the armored vehicle (θav),
on the offset (OS), and on the mobility model of the drone
that asked for the position validation. After calculating the
position validation, the drones then send a reply (valRe-
qReply) containing information about the validity of the
position (valReply) and from whom the position validation
request came (whosValReq). The requester counts the votes,
and if the majority of the network voted that the position is
valid then the requester will consider that everyone has its

FIGURE 8. Interaction between entities in movement plausibility model.

position validation. Otherwise, the requester will send a new
pose packet requesting a position validation. Packet collision
occur happen during the voting process, so if the requester
does not receive more than half the votes after a time tvalReply,
it requests a new validation of its location in the next pose
packet and this voting round is discarded. The mechanism
was implemented in a way that the position validation is
activated at a frequency equal to or less than the frequency
of pose packets, which means that some position packets will
not include a request for a validation of the sender’s location.
Every drone stores the calculated valid position to use it for
the classifier model. When no position validation is requested
in the pose packet, the classifier model will be responsible for
determining if the position received is valid or not.

2) CLASSIFIER MODEL
The classifier model, or position plausibility model, is acti-
vated when a drone receives a pose packet that does not
include a position validation request. The plausibility of the
position is calculated based on the last position validation
computed for the drone that sent the position. Due to the
assumed accelerated movement model, the position estima-
tion is determined as presented in 1 and 2.

Smax = S0 + v1t +
1
2
a1t2 (1)

Smin = S0 + v1t −
1
2
a1t2 (2)

1t is calculated using the time difference between the
timestamp in the pose packet and the timestamp of the
last calculated position validated. a and v are, respectively,
the maximum acceleration and medium velocity passed as a
parameter in the simulation. The actual acceleration in the
analyzed period is unknown, therefore the precise position of
the movement cannot be determined. Consequently, based on
the acceleration parameter, it is possible to calculate a range
in which the position should be if the drone moved using
maximum acceleration or de-acceleration. The plausibility
is then determined by checking if the position sent in the
pose packet is within feasible boundaries. If the position is
within feasible boundaries, it will be classified as plausible,
otherwise it will be classified as implausible.

Regarding the communication between cells, every time a
drone in a cell receives a position packet from another cell,
it asks its armored vehicle for the position of the armored
vehicle from the other cell. This allows drones from one cell
to validate the position of drones from other cells.

E. REJOINING PROCESS
During a reconnaissance mission, a drone may leave the
cell to execute a given task. This is the case, for instance,
when it has to check a given event or object that is close
to the cell, but out of the range of the other nodes in the
cell. If the duration of this disconnection exceeds a preset
amount of position packets (nd ), the drone will be considered
disconnected from the cell, meaning that it will have to be

82938 VOLUME 9, 2021



C. F. Emygdio de Melo et al.: UAVouch: A Secure Identity and Location Validation Scheme for UAV-Networks

authenticated again when returning to the network. A long
disconnection of a drone from the cell will also trigger the
process of refreshing the session key. The old session key
is not discarded, because the disconnected drone (dd ) will
use it to communicate with its now former cell. When dd
returns, it will be placed in a quarantine period (1tq). It will
only receive position updates from the cell’s av, so it can
position itself with the expected offset and resume with its
movement pattern. During this period, its movement pattern
will be analyzed by the cell members, based on the same
parameters used for position validation, as presented on IV-
D1, such as, avpos, θav, OS, and mobility model. The 1tq is
the time between a preset amount of position packets (nq),
where nq ≥ nd . The disconnected drone will only receive
the new session key if its movement pattern matches the
movement pattern expected by the other members of the cell.
Concerning the session key refreshing process, the armored
ground vehicle is responsible for generating a new session
key, which will then be sent to each drone encrypted using
the drone’s public key and signed by the armored vehicle.

F. SUPPORTING POSITION DATA ACQUISITION
FROM ANOTHER CELL
As mentioned above, when 2 cells A and B are connected, if a
drone in cell A (dA) receives a position packet from a drone in
cell B (dB), dA will need the position of the armored ground
vehicle of cell B (avB) to calculate the validity of the position
of dB. In order to get this data, drone dA needs to request it
from the ground vehicle in its cell (avA), as it cannot directly
communicate with avB, and it cannot trust the drone (dB) to
provide this information as this drone may be compromised
(i.e., it may be a malicious node).

Considering the assumption of an inter-cell exclusive com-
munication channel between armored ground vehicles that
was introduced in Section 3.2, dA can obtain the position of
avB via avA. This way, when dA receives a position packet
from dB, it will ask its armored ground vehicle for the updated
position of avB. Only after receiving this information from
avA will dA be able to calculate the validation of dB’s position.

V. EXPERIMENTAL SETTINGS AND EVALUATION
This section presents the experiments used to validate the
proposal. Details about the simulation environment are pre-
sented, followed by the evaluation metrics. Then the specific
parameters that were used in the simulation runs are pre-
sented, followed by a discussion of the acquired results.

A. SIMULATION ENVIRONMENT
The proposed scheme was evaluated by performing simula-
tions in INET, an OMNet++ based framework. OMNet++
is a network simulator for implementing and testing novel
networking solutions. By using the INET framework, it is
possible to gather valuable results considering realisticmobil-
ity models and wireless communication constraints. As part
of the solution, OpenSSL APIs were used to compute
the required cryptographic operations. Figure 9 depicts the

FIGURE 9. Simulation environment.

relationship between the elements included in the simulation
environment, such as frameworks and libraries.

The simulation environment was implemented on a device
with a Windows 8.1 × 64 operating system, an Intel Core
processor (i7-4500U), 8GB of RAM, and 1TB of HDD.

B. EVALUATION METRICS
The evaluation of this proposal was performed based on
the two different scenarios described in Section III. The
first scenario focuses on evaluating the effectiveness of the
scheme in detecting an intruder inside a cell. The second sce-
nario focuses on evaluating the effectiveness of the scheme
in detecting an intruder impersonating another cell, which
means the attacker is outside the victim cell.

Two kinds of pose packets are considered (containing the
position information of a drone): a falsified pose packet,
which is a packet in which the position has been manipulated
by an attacker; and a correct pose packet, which is a packet
that was not manipulated. The position validation providers
categorize each pose packet as being either plausible or
implausible. In regard to the notation: a true positive (TP)
is when a falsified pose packet is classified as implausible; a
true negative (TN) is when a correct pose packet is classified
as implausible; a false negative (FN) is when a falsified posi-
tion packet is classified as plausible; and a false positive (FP)
is when a correct position packet is classified as implausible.
According to these definitions, the metrics used to evaluate
UAVouch are as follows:
• Retransmission Rate: The percentage of retransmitted
pose packets;

Retransmission rate =
r
s
, (3)

where r is the total number of pose packets resent and s
is the total number of pose packets sent

• Overhead: The percentage of increase in packets sent
in the network due to the application of the UAVouch
scheme;

Overhead =
α − β

α
, (4)

where α is the total number of packets sent with
UAVouch and β is the total number of packets sent
without UAVouch

• Accuracy: The percentage of correctly classified pose
packets;

Accuracy =
TP+ TN

TP+ TN + FP+ FN
(5)
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• True Negative Rate (TNR) or Specificity:The percentage
of correct pose packets correctly classified as plausible;

TNR =
TN

TN + FP
(6)

• True Positive Rate (TPR) or Sensitivity: The percentage
of falsified pose packets correctly classified as implau-
sible.

TPR =
TP

TP+ FN
(7)

Specificity and sensitivity have an inherent trade-off
between them. It is not possible to maximise both at the same
time. The goal is to achieve a balance between these two
metrics.

C. SIMULATION PARAMETERS
Table 4 presents the parameters that were considered in
either scenario 1 or 2. For each combination of the pre-
sented parameters, 33 runs were executed using the simulator.
A statistical power analysis (significance test) was conducted
using Minitab software to validate that a sufficient number
of simulations were run. With a standard deviation and a
maximum difference between means of 4.8 taken from the
analysis of the simulation data, a significance level of 0.05
(α = 0.05), and a sample size of 33, with one sample for
each run, the obtained power was 0.93. A commonly accepted
value for statistical power is 0.9.

The drone mobility model chosen for the performed sim-
ulations was a circular mobility model. This model is com-
bined with the accelerated linear mobility of the ground
armored vehicle, which provides a spiral-like movement,
as illustrated in Figure 10. This model was chosen because
despite its trivial computation complexity, as defined in Equa-
tions 8 to 11, it is not completely trivial to mimic by a
malicious node that does not know that this is the model being
used and based only on visual observation of the movement.
In a real scenario, a more elaborate mobility pattern could
be utilized, but the focus here is on the general mechanism.

TABLE 4. Simulation parameters.

FIGURE 10. Screenshot of a simulation run showing the movement trail
combining the circular and linear mobility models.

The center of the circular movement, represented by cpos,
is calculated using matrix rotation. After calculating cpos,
the distance between the position sent (pose), represented as
dpos, and the center, represented as r, is calculated based
on the distance between 2 points, as defined in Eq. 11. If r
is inside the boundaries determined by the threshold for the
radius of the circular movement, then the position is consid-
ered legitimate, otherwise it is considered false.

cposx = avposx + (OSxcos(θ )− OSysin(θ )); (8)

cposy = avposy + (OSycos(θ )+ OSxsin(θ )); (9)

cposz = OSz; (10)

δx = (cposx − dposx)2

δy = (cposy − dposy)2

δz = (cposz − dposz)2

r =
√
δx + δy + δz; (11)

The simulation uses four drones, with one in front of the
armored vehicle, another in back, one on the left side, and the
last one on the right side. The small number of drones reduces
the number of direct neighbors and consequently the number
of connections, thus creating amore challenging environment
for the experiments.

D. RESULTS AND DISCUSSION
The results from the simulation experiments for both scenar-
ios are presented in the following.

1) SCENARIO 1
The purpose of scenario 1 is to evaluate the effectiveness of
the solution in detecting an attack involving just one cell.
At t = 30s, a drone inside the cell changes its settings and
starts operating as the attacker, disseminating deceitful infor-
mation and not being able to mimic the movement pattern.
The error in the movement pattern is determined by the
simulation parameter attacker position offset. The results are
presented as follows.
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a: TRUE NEGATIVE RATE (SPECIFICITY)
Figure 11 presents the percentage of the correct position that
was correctly classified by the mechanism. This represents
how effective the mechanism is at identifying legitimate
drones. Effectiveness measurements, like the next ones, were
taken based on the variations of the position validation and the
plausibility check threshold. The position validation period
is meant to evaluate the impact of using previously validated
coordinates to classify a drone. The plausibility check thresh-
old is meant to evaluate how resilient the mechanism can
be regarding position errors and is based on the standard
deviation (σ ) of the position noise. It was expected that, with
a shorter position validation period, the TNR would be better
because the position plausibility mechanism would always
have the drone’s most recent position coordinates, therefore
the error caused by using old position coordinates, as occurs
with longer position validation periods, would be close to
zero. It was also expected that with a shorter threshold, the
plausibility model would have a higher sensitivity for error in
the position coordinates, increasing the FPR, which means
that the mechanism has incorrectly classified a legitimate
drone as malicious. However, based on the simulation results
presented in Figure 11, tiny fluctuations are noticeable in the
true negative rates values resulting from variations in both
threshold and position validation period values. This stems
from the fact that the plausibility check designed for the circu-
lar mobilitymodel has a very high rate of correctly classifying
the position of the legitimate drones, as presented in Table 5.
As a consequence, this metric should not be considered when
deciding which parameter combination is the most efficient
for this mechanism.

FIGURE 11. True negative rate.

TABLE 5. True negative rate from scenario 1.

FIGURE 12. True positive rate.

b: TRUE POSITIVE RATE (SENSITIVITY)
Figure 12 presents the proportion of malicious nodes cor-
rectly classified by the mechanism. This represents how
effective the proposed solution is in identifying a malicious
node. As was expected with TNR, TPR is sensitive to varia-
tions in the threshold and position validation period values.
As illustrated in Figure 12, it is noticeable that increasing
the threshold, and consequently also the distance between the
feasible boundaries, leads to an increase in the percentage of
incorrect positions classified as correct, negatively impacting
the performance of the proposed mechanism. The same neg-
ative impact occurs when there is an increase in the position
validation period due to the use of old position coordinates
as discussed above. Nevertheless, the mechanism achieved
high true positives rates, above 90% for some combinations
of threshold and position validation period values, showing
that the position validation mechanism is a reliable and robust
way to detect malicious drones.

c: ACCURACY
Figure 13 presents the graph of mechanism accuracy for the
first scenario. Based on Eq. 5, it is expected that the accuracy

FIGURE 13. Accuracy.
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would represent an approximated combination between both
of the previously presented rates. Therefore, it is noteworthy
that the position validation period and threshold parameters
have a direct impact on the accuracy, as they impact both
the TPR and TNR values. Considering only the metrics pre-
sented so far, the mechanism achieves a fairly high detec-
tion rate. For position validation periods of 0.1s and 0.2s,
the detection rate was above 90% for 1, 2, and 3σ , and the
overall accuracy was above 97.5%. This provides evidence
ofUAVouch’s efficiency. The high accuracy values, combined
with both high TNR and TPR values, demonstrates how good
the proposed system is at correctly classifying a malicious
drone as malicious and properly identifying a legitimate
drone.

d: RETRANSMISSION RATE
In a distributed system, such as the one discussed here,
the number of messages exchanged between the nodes is
expected to be higher than in a centralized system. When
dealing with wireless communications, this also leads to
higher occurrences of interference and packet collisions.
Figure 14 presents the retransmission rate measured in the
first scenario. As expected, the retransmission rate is directly
related to the validation frequency: as the rate of proofs
increases, the number of transmitted packets also increases.
As a consequence, the probability of packet collisions rises.
On the other hand, varying the threshold value does not
impact the probability of packet collisions, as it does not
change the number of transmitted packets. It is clear that the
packet retransmission rate metric impacts the voting system,
as occasionally not all of the packets containing the votes
are received by the position validation requester, thereby
preventing it from reaching a decision and impacting the
overall performance of the proposed solution. Table 6 shows
the impact of this metric by measuring the percentage of vali-
dation requests that reached a decision. It is noticeable that the
mechanism has a decision rate of 80% on average, meaning
that a decision will be reached for 8 out of 10 requests.

FIGURE 14. Retransmission rate.

TABLE 6. Decision rate - scenario 1.

e: OVERHEAD
Figure 15 presents the overhead introduced into the system
by the validation mechanism. It is evident that the mech-
anism overhead decreases as the position validation period
increases. It is clear that varying the threshold value does not
affect the number of packets being transmitted in the network,
so since the overhead is computed based on the number of
packets added to the network due to the use of UAVouch,
the only parameter that affects the overhead is the validation
period. Although the mechanism was responsible for a fairly
high increase in the number of packets being transmitted, this
number is reasonable in terms of bandwidth consumption.
For the worst-case scenario, with a position validation request
period of 0.1 s, and remembering that for each position val-
idation request replies are expected from each drone in the
network (3 replies in this case study), this would represent
an increase of 30 packets per node in the network, thus,
120 packets in total. With a pose packet size of 60 bytes
(on OMNet++), the data rate can be estimated at around
57,6 kbps, representing a very small bandwidth consumption
when using technologies such as 4G andWiMax, for instance.

FIGURE 15. Overhead.

As mentioned in Section III, security mechanisms that are
designed for military reconnaissance applications have to be
efficient, avoiding negative impact on the performance of
payload data transmission. With this requirement in mind,
a trade-off must be made between detection performance and
overhead to achieve the ideal combination of threshold and
position validation period, such that the mechanism remains
highly efficient, but without a significant increase in the
imposed overhead.

Based on Figure 13, it is clear that the system’s per-
formance in detecting malicious drones is best for smaller

82942 VOLUME 9, 2021



C. F. Emygdio de Melo et al.: UAVouch: A Secure Identity and Location Validation Scheme for UAV-Networks

TABLE 7. Confusion matrix (1σ and 0.2s) - scenario 1.

threshold values (1σ and 2σ ) and smaller position validation
periods (0.1 and 0.2). Taking the overhead into consideration
as well, it also clear that the best combination of high detec-
tion rates and acceptable overhead is 1σ for the threshold and
0.2s for the position validation period. To better exemplify the
performance for this particular combination of parameters,
a confusion matrix is presented in Table 7.

2) SCENARIO 2
As in scenario 1, in scenario 2 the proposed solution’s effec-
tiveness in detecting an attacker was evaluated, but in this
scenario the attacker is outside the cell. For these tests, as soon
as the simulation starts the malicious node attempts to con-
nect with cell 1, assuming the identity of a node from another
cell. Once the malicious node manages to be authenticated
and connect with cell 1, it starts sending manipulated position
messages to cell 1, impersonating the other nodes in its fake
network. The results obtained in the simulations for this
scenario are presented in the following.

a: TRUE NEGATIVE RATE (SPECIFICITY)
Table 8 presents the TNR for scenario 2. As in scenario 1,
tiny fluctuations in the TNR are noticeable as a result of
variations in both threshold and position validation period
values. Furthermore, even when the number of nodes was
increased, there was only a tiny decrease in the TNR value
from scenario 1 to scenario 2, demonstrating that the pro-
posed scheme remained effective in identifying the legitimate
drone correctly.

TABLE 8. True negative rate from scenario 2.

b: TRUE POSITIVE RATE (SENSITIVITY)
Figure 16 presents the TPR from scenario 2. As in scenario 1,
the TPR is noticeably affected by changes in the thresh-
old. As presented in Table 9, increasing the threshold has
a negative impact on the TPR. However, unlike in the first
scenario, the TPR does not change with the variation of the
position validation period. This happens because, in this sce-
nario, the malicious drone is outside the cell network. Thus,
every time a legitimate drone receives a request to check
the malicious drone’s position, it asks its armored vehicle

TABLE 9. True positive rate from scenario 2.

FIGURE 16. True positive rate.

for the position of the armored vehicle from the cell that
the malicious drone is impersonating. Therefore, the position
validation mechanism will always have updated information,
and as a consequence the problem with stale information that
happens in scenario 1 will never occur here. It is also notice-
able that for all threshold values, with a position validation
period value of 0.1s, the TPR is almost the same for both
scenarios even though the number of drones has increased
from the first to the second simulation.

c: ACCURACY
Figure 17 presents the overall accuracy of the proposed solu-
tion with regard to the Sybil attack simulated in the second
scenario. As in the first scenario, the accuracy is dependent on
the threshold. However, in the second scenario, the accuracy
appears to be more sensitive to variance in the threshold,
because in Figure 13, based on a position validation period
of 0.1s, the accuracy difference between the first and the
last graph is around 1.5%, but for the second scenario, this
difference is more than 3.5%. This is related to the fact
that more packets are introduced into the network, which
increases the packet collisions, thus negatively affecting the
efficiency. The other difference between the two scenarios is
that in the second one, varying the position validation period
does not have a significant impact on the accuracy. In the first
scenario, the impact on the accuracy resulting from variation
of the position validation period was because the true positive
rate was affected by the position validation period variation.
In the second scenario, since the true positive rate was not
affected by the position validation period variation, this fact
is reflected in the accuracy rate.
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FIGURE 17. Accuracy.

d: RETRANSMISSION RATE
Figure 18 presents the retransmission rate measured in
the second scenario. As expected, the retransmission rate is
higher in the second scenario than it was in the first. The
main reason is that with more drones in the network, more
packets are exchanged. Therefore, there is a higher possibility
of collisions occurring. Although only one additional drone
is introduced from one scenario to the other, the extra one is
acting as if it was 4 drones, and consequently it is like the
network has doubled in size, from 4 to 8 drones. In numbers,
from the first to the second scenario, the retransmissions
increased by approximately 15%. As for the first scenario,
the impact of the increase in retransmissions was analyzed
regarding the decision rate, as shown in Table 10. The mech-
anism reached an average decision rate of 67%, meaning that
about 7 out of 10 requests will result in a decision, one less
than in the first scenario.

FIGURE 18. Retransmission rate.

e: OVERHEAD
Figure 19 presents the overhead introduced by the position
validation mechanism. As in the first scenario, the overhead

TABLE 10. Decision rate - scenario 2.

FIGURE 19. Overhead.

is noticeably susceptible to variation in the position validation
period, but it is not affected by variation in the threshold.
Comparing the overhead graphs for scenarios 1 and 2, it is
also noticeable that there is a small increase in the overall
overhead, which was expected due to a higher number of
packets exchanged in the second scenario. As explained in
the first scenario, although the second scenario also had
high percentages of overhead, these numbers are completely
acceptable given the data rates consumed by current widely
used wireless technologies.

Based on the requirements discussed in scenario 1 and
analyzing the results for scenario 2, it is clear that the best
combination between high detection rates and acceptable
overhead is a threshold of 1σ and a position validation
period of 0.5s. To better exemplify the performance for this
particular combination of parameters, a confusion matrix is
presented in Table 11.

TABLE 11. Confusion matrix (1σ and 0.5 [s]) - scenario 2.

VI. CONCLUSION
This paper presents a distributed scheme for identity and
location validation that combines an asymmetric key-based
authentication mechanism with a position validation mecha-
nism for groups of drones. The proposal is evaluated using
two attack scenarios, one for an impersonation attack, with
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the intruder inside the cell, and the other for a Sybil attack,
with the intruder outside the cell.

UAVouch was show to have high accuracy, above 90% in
detecting the malicious node inside (scenario 1) and outside
(scenario 2) its network. Due to the distributed nature of
the protocol, evaluations of packet retransmission and the
overhead of the mechanism were also presented. The results
showed a retransmission rate below 50% for the worst-case
scenario and an acceptable amount of overhead in all sim-
ulated conditions, which demonstrated the viability of the
proposed scheme. Because of the voting system used in the
proposed scheme, the number of times the system reached a
decision was also evaluated. UAVouch achieved acceptable
decision rates for both scenarios, with decision rates of 80%
and 67% for scenarios 1 and 2 respectively.The difference is
because in scenario 2 there is a higher number of devices
exchanging messages, which increase the number of colli-
sions, reducing the overall system decision rate, affecting on
a minor scale the accuracy rate.

Regarding futures directions for this work, there are a
few possibilities to explore that could improve the UAVouch
scheme, particularly in its practical implementation, such
as: RSA key replacement: Although RSA is widely used,
RSA key size can be a problem for hardware limited sys-
tems such as the ones in most drones. Replacing RSA with
an efficient algorithm, such as Elliptic Curves, could help
to improve the system for real-world deployment. Lower
layers: A more thorough investigation could be conducted
of how a feasible long-range communication protocol, such
as WiMax or LoRa, might affect the performance of the
UAVouch mechanism. Mobility model: The mobility model
has a significant impact on the design of the movement plau-
sibility check. Further studies could be conducted to test the
UAVouch position validationmechanism against other mobil-
ity models. Moreover, even with a complex mobility model,
attackers could employ advanced learning mechanisms to
predict it. More investigation about this topic needs to be
conducted.
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